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MiBRRIREsrMmirnasSs
9.9 GRCINKSEFINBIRNASERSS (Security Concepts and Principles )
imianafnigiannainsts waeigians Aggastuimuminn
ru§ne i mnaw s iinmn 8k ugmn (CIA Triad) 1
9.9.9 FINESINES (Confidentiality )
imuminn s olsimuminnau§ g suNgARMSAM NG T MM
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9.9.10 &355585062 (Integrity)
inuminnesnsfuisimuminnes§egsipigidmsdmgiinmn  nomn

thspitsifwsia ms@mmsmjﬁshnnms;ﬁaf b

0

ﬁﬁfhﬁﬁgss thiltegeg 1N
ensianGuammAn$ aiiamaamaiaismimimiman)maiamagie
pitséglws mimiminginmn adamipaiggswidumemingmat
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HgipSmimimingiinmamsispi  FUgivmpowusnsangmalin
MESMIHSMASHNNME Agothgadmati I sMiHg a1

9.9.00 REFENE (Availability )

iEnruminns s mistnuminnau§rueipAgifnsiugmng rugmnith

MAWNSIUN U MO UEGHT{MAMST ugmnmnsSwt {Uan (source) TR
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9.9.¢ BN SIMVBMIRNBSTES2653587) (Others )
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Shrmmuminna§aieinierd)agoth NAL S AN (Privacy) HEIONANAY
(Identification) It § einY(Authentication) S (N (Authorization)  fUT81A11(Auditing)
A NN ISt A (Accountability) 811 non-repudiation]
9.1 5§85 0S|

avasSmadnéuduammsiiisimsinwandimi (Protoco)1 TEmih
mesapAjsgpisnmidagiatdufnnafnguiinégSwpimsupsmumany
Amm (Network Medium)1 tsléinmameuiightsminfigidunmm puyismighs
msiiminogs fumsswh uginginvfydavpudsnghaqighsings
monfsamywmmess dujruvimaugnis: wpmisghinsgitnd (1S0) ms

yaginn oSl uptiiMInFI9860 1 ey ssOSI-NE e LnimSnmnm
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Application

Presentation

Session

Transport

Network

Data Link

Physical

Application

Presentation

Session

Transport

Network

Data Link

Physical

jumngo

Header
M [ oA
[[] DATA |
BI] paa ]
ml DATA | Footer
BENT] oaa T]
(IEWTT oaa [T

Data stream

Data stream

Data stream

Segment (TCP)/Datagram (UDP)
Packet

Frame

Bits

s UMy A G OSI Model

9.Mm DBHIRNBRFEY (Network Devices)

igjuavammanifivw ndapimigurmhiifs gomanéi

Ny auANnid RS eI MGIUMUgUARIANGGt [0

9.0N.9 SBHRN Hub

sSw il grumiuTichauRinNU MM

Hub TNGANGANNIBYWANUMUATUAINNANUAMMT Hub MmuHRATuS

(LAN Segment) GRUE #ISI{GES{GA (Ports) 8§11 1mitsipusido

NUE S SWHWHRTNBAYTW NoHNFREUEAANH Y]gjHnaisius e

> 9

Isuldns OSIv

o

al ~ o
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@ al

s oIS uimgFgSwisc nuMSHINIARIEANDEA T Anigad
famsisipunude Gayam) - m:ﬁ@s:s:ﬁn‘mm‘éjmsfﬁsﬁzetjaﬁ (Collision
Domain) §#1 [HSHjOHNUIG (Broadcast domain) HRUAMEY T {GASYWIIs Hub 118
iyj)sAnnaywidumpdwie ) sasgu mgf]ssndyw g Sning)s iy

iGASnGSs{BnAls Hub

jumn&bs uinmAiauainn Hub
9.m.1 2555515 Layer 2 Switch
§SM Switch UTIH Bridge T Ut myMiNGUS{HuiRfi{5A 1 Switch MGES
iSspaPory) fumpswishlofmpipuisiugaisinusdgsimsa i
FeSWYWHRKNBAYW hogigiuiaprmuniywinme abt Angs N

gh[@‘lmﬁijjn '“nmnmmmss Content Address Memory (CAM) ﬁjﬁjﬁmm“l n

a J o

H1GG
UII(DS?: ﬁ[ﬁn[ﬂjﬂnmS[mLﬁjEﬂUQlﬂ[SH[uﬂj OSI1 [mﬂjn[LﬁmﬁjUjLﬂSﬁﬁn

(MAC address) ISguAinNARHAIEUMUBANINTUMSIFmuI T mivms

) o

IS UM jSiisipWEEc Hub fhr Giginst:¢fogs (10 Switch M1S{BAUMS

2l

¢ lustiefomsiivin ¢ fHn1 wASywals Swich msinfsmamaiin
§

Mo wieTiingg] s fuju rgf] s v s Syt 9rrg S n) s aujuls Switch s
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jumnéms sinmAauninh Switch

9.M.0 DBHEIRS Bridge

>

Bridge {RiIAGIH§ AN Layer 2 Switch nguAinnSANimitsipunt§bisginmu
-

al al

oS! A UGIEUAYiMUinusy#nGinus (LAN/LAN Segment) Aiyl{§s

-

3

FU R

=3

9 al al al o

firuSywowmsiistiedomnom u lyjiimavammywigthvammifisg
gie1 unmmAnHSTauMUIe Bridge (pidiEMIgoE indiuigaignin
8 Ethernet (fi7H{) Ethernet §121#1 80 1511 AppleTalk {R111{{J AppleTalk §121H#T"1 ggini
Gunis Bridge AmivMs§ gt inwinigadmutuNsIBATAIBUATINNUMSY

GGl

jumnéd: uinmAguninh Bridge
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9.0n.4. 2BHIRN Router

b) al b

Router thigtagauminnugivammiduiimisipunu§mistiinn osI &i

inusifgSwighampumangivamm  phwhnijmdmowinsmwsd (P

address) H1fUtINS  UAME (Network address) 1 Router i—ﬂGﬁjELHG‘fﬁdjijiﬁgiLUm?i

)

Sufadns supptisanwégSwiiunmm muGny Router SSumsidsipwi

UAMMUWIFUAMMYWIGHIFT NSSWHNINM Switch U Hub UIRatksypt

-

WWINUGUS Router fHsypwii8u{mpiuvmu tanfeaniisypuii

Qo
-0

ANATHS UGBS UAAN GG Switch fii]

FJHGRGIt Switch 8ANTHSG¢ G GinnAn Router 8N SHNI T

’ \
b, ™~
e ©

P

v"'

jumn§ s uinmNauninh Routers
9.0.& S HBRNNEY (Gateway )

{BAUME (Gateway) tnguRIANGIYRTGEMI (Protocol Converter) 8i1&ianim;

)

I sémisginnu oSl fnra e thuinamAihw MEpSWmBEeNG {TARVLMM

v

Agmasipun it oistinn oSl stk Gompuntén & & §¢71 Router g8in

(4

_Zlo g

Gy ¢gru 8 vmsugifgSwmaiiviavamminudiEmigom JwunRim
{sAvamMmMGsguwadfgSwitimivw  SadluhiremFgSweyiptitmi

YiIgg)a g8 8himIsm (FRUAMMAT Router]
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o

jumnéh: unmhauninh Gateway
9.0.0 BROAGINHIHSHS/SNHERSESFEY (Access PoinyWireless AP )
SanGEA vy Ag A mamauRinniduI§Mithni (core) ISUAMMAR

tej upmtmiguRinniwuNwIFdvammAnj§i-

sl
cisco

\
jumn&nl: vinmiauninh Wireless Access Point
9.¢. FRIFNIENIBRENEY (Network Defense)
mirdmeasguRinn S dinm: (WA RS NN G Y WmMimivym Qivasisn
MS{UIRSIT SUAIANMIMITAMMEISHES{UIAS ShEsmimimsgnFivasn-
idnmciigunnn@nssthigimimifo §b §m §6 Sniggmimigimuw Is
uammAn Ittt uhndsame iiapngusiggmimitigisgug el

yalm wmsigimimivamminyw SSMEMIMIVAMMMSIE
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9.4.9 SENSEHS (Firewall)

mmignamuigagiimn unatiigagestn) MmanaiuitgsSwidng
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¢igwiglfnjfivwig)a uhvammanfigwisvammanFigwig)aynas

o

o8
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@
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5 s ShmArvsesgnui g u [usnfamigsuniii
gamm mutanasnsisnmininditsoncifgsw

f
snoifgSwianghmsini  golidathwgmimimigivefywipmninns

E)

Amyts1 Nadghmetumaiitiuasitsighgurinngsm Router THrupims
usu§ougouigurg)alyjgjmswedemn 8h [Hnu{JUIGAIG sy Packet-Filter]

iwhdmemagestinnm8wudyaidvmomimivamm s gaSimasms
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§: Irumspain Snannit 81 Mupimimbmamus T tmn§ameto

a
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9 9 al

fus u Bis 8h uammein{ oyt sinns iyjmimivammengi
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Firewall

g Firewall
j Q

Firewall

-

Internet —*&Q

Professional
Firewall |

Firewall ;i

Firewall

jumng E%Uaﬁm m:ﬁ[pnsunmm

Firewall

9.4.10 {$563HES RS (Intrusion Detection System )
H[ﬁﬁﬂgU%mm fﬁﬁﬁjﬁj[i’iﬁﬁjﬁj[nglu E’lﬁUS’I[@Ji‘I ﬁjLHTULUHﬂjﬁ H[i’]n

imanawms &0 Eaflgnauagmngadaéiyuamoangé dyjannaug

PU LTI AN mUjLUUTI gaangmnrgo gh[fﬂﬂjﬁﬂﬂﬁ'fﬂimi mﬂﬁjg‘ln(Confidentiality)

28] Anm MmN (Integrity) UGN (Availability) Sh annis tjjam n(Accountability) 7
UGU[§  BISUIGA AIGNOYWIG)AlHUMGRAGANTUIGRIGNENSFBIsiug
HIQA ﬂgﬁﬁ 184 i SHIN %1111 ¢ (Breach Detection System)*]
whgHmainsAmumaliyguingwpnsiduissugnumbnma 8 (pin
N8a) soAgmnEIln  AgAtRIgRY  IMWINUTSINGIA ;gjhﬁf ﬁgéig
uAmmAnj§i
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jumnggos sinaimaubpigidefumaimid]agals viuses

9.6.M L&SG?@ES@QESQ&B (Intrusion Prevention System)

<
hx{

[¥45)
(a4

=

IgGAMIMEHIY Ny W{sIAF IR IR NUHING Ui

panlgjmavysAgmnandnfiyuammaniéi 8 OIRTMSIAMU (real-

a 1
1

3
o
a0y
I
g
=
)
fland
=
=

15 IRETMIMIENWPTME MITMS U AgMaGT thgre

JomigiSn{uAgHmanysiii MSUIGRTENGRIMWIRNHUIGRIGNENSFY
IS ASUMIRGA{IASUINIING (Breach Prevention System)]
whasuinithsamunaiiiga iy wipasid oG unoHms  uin
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IDS/IPS
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Wow
W

w

AP

jumngaos sinaimigusigidjuinifimagE]agls Viuses

9.é.¢é {BATIEHHINTFESHSBRIMEY (Network Access Control System/NAC)

wigwamftvsunmm Athuignign ey U dmmepuwibsgiy
inwudsimusinmws§eiuigafimsutinng funion cnichsé
SEfials

FUFED WA wpigins auRinn S TE UG AT YU MM

urs8ndim mimird§ageuamm iwsih mAvgwuN AW
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NAC Agents

NAC Policy NAC Policy Enforcement Point 4 I!
Decision Point —
\ h Switch I! -
NAC " I!

=

A

NN
AR Y

AR

Access Point '

jumn&abs uinmA{sA§ Network Access Control System

9.¢.& BE§82685% (Web Filter)

GHIHUTUIGATen Agll uugan:ywitumonnsnnvydvanils¢ iy
sfss;jlt:umm:LﬁLmﬁ'j@mmmméﬁmm

9.¢.9 G&S@E‘Sﬁii&% Proxy ( Proxy Server)

IBGJURIAN Proxy tIagjuAinn $i gpwnmitutdigagimisim: asinnives
HAGURIANIF IRURINNA SR U{INUIUNUGSMET WIS URIAN Proxy thi{fs
At UM GHTMSMESWIGIMUTANRINRN I 1RjURIAN Proxy HIGMIMI

ms{fsiangiiHngpwamitum{gn

a4

7 10

9.4.0) 5225305855 (Anti-malware)
nonegsstiigpainruu@argidgjipain ndh mims sma Sauudmaginsd
itelgAni i (BASUIGATENAAME U guninnfnjii(Computing devices) BT

thegesliiupiegsitin  Iuu@argiuanmuudanidsnmywiamsysamn

Gomaaanipigangéi .1 8 s afnFiAyIG{um g s

Segjn: b inp §h s s b an{anoginnsis uafin Wy rung



AR RUTE N RS b

=]

8g8Ann(ey Snignan(ayieugig vignuipug AgAdmsign

9.& Lsseaaas-sgéssssz‘m@ (Network Segment Types)
upnuammamigagwisvammansidupimssivmsmivamm

N ZUARIANEG G Hub, Bridge, Switch 811 Router 1 I§ASHsY

5
o
)
[2p]
e
3

HESUGUAIANINNIG]H ]

Private network

Internet w

Public network

AN
\

Firewall

Switch

Server Farm

Routgx‘“'"‘

Segment A

RN

WA\
NN

u"‘?

AP

jumn&ams uinm i Network Segment Types

a o~

9.%&.9 BRINENESITIRKN: (Public Network)

vamMmanminn:AtuamaouwisEe fnunsgrgmoguims 81 @
puiFlsamogngagdtsiingT  vammis:gwivamoannsisumia
ufnfngnuidimas  piosuagudgmavgwmigudl  uimima
[ﬁjﬁjﬁnr{ﬂmﬁﬂmmﬂ:gﬁ[LfiLmﬁ'th;iﬁjtﬁLﬁthﬁtﬁgﬁlm2U‘l‘|§ﬁtﬁ"l

9.8 ﬁ@?@bﬁﬁ@ ( Private Network )

uammantsinuamoanéigwituninuswnsmwannts (erivate 1P
address)1 #JG (Specification)§111 IPv4 811 IPve mefnnagijylinmawinsmws

nAtsT mawsHis pimsdmgrdumsuammandus (fus) 18l
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=

[mestigmaugwmigrud tn8Awibg§nie

9.%. SRIEHHEFS (semi-public Network )

UAM@ANEIAN: SATAMMAANSEG AU UIRANSMUAMMMARLM U
minn:1 thagm athvammisugandimasmsiimimtigasigivammanmi
nn:A

9.8 .é. BRMEHHBEES (Demilitarized Zone-DMZ )

UAMOAUSAINUAMMIMYWIvAANTS NNUMUANFIyauAInN  (host)
fupimimaurigluammennig inuhiglgtsiinna gnminn: agjund
ANKY (Web servers)]l DMZ #IGENUAMMEIBUUATENIUIN SN Y Wi U
wunigig W ERHims IR EHIImusnnWwRsRhgn b sl

tigmsMiJAGHEURN SN WTINISING T
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. mge@éeﬁﬁgsmm@s: (Security Testing )

ARSI usAgIsipimivEinugennywigs 1unean S i
Fursgljumss:

e Router: TP-LINK Wireless N Router TL-WR940N

e Wireless Access Point2 TP-LINK Wireless N Router TL-WR940N

. ﬁns,jéj% CPU: Core i7 8Gen, RAM: 8GB , SSD: 500GB, Graphic Card: GTX-1050

TI 4GB, HDD: 1TB,
o fAYI: Nmap, Nessus,

-é. sgsnsifess

-2

anumiRgApAagnn peiusgadimsiingntgsiugiutgs migs

9.gandnifngasnmog mimipiguammivasgnimigE]aguis Vius
S0 tﬁLﬁgmqhm:LﬁﬁLﬁa

b.minginiginieu§ey2ival Wireless Router fGmmitdadiANimMi Firewall,
Web Filter and Access Control

m. MiMit§ IS End-Devices P ruI{i{m adIaY] Access GRITFIMS Router HG TN

mapimasagiitgw Sudadimhimiudges§ageiiumsppntisiitn
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s
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Private network

Internet w

Public network

N\

Firewall

A\
N\

Switch

Server Farm

Routgr"""

Segment A

NN
N

W

15

AP

)
Y25

jumné a¢ ¢ uinmAgpymuisuamma§aie Network
.9 &SEESDBRNEY (Network Security)
.9.9 sgstemiSirNicanes§ie (Firewal)
iigjgrianainndumsagiimandngi Sigfadqinfn Safnnaqingi
AL
9.1;3nj[9“l‘m'8 Console Screen i1 & Router 11 miﬁtﬁmmﬁjm Security-> Basic

Security #AS1 M SIUTM MAjth Firewall GG MAjB Enable MGG Saves
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b.UNGE Enable Firewall JGITIW eyBGITFIMSMA{th Advanced Security ->

Enable Dos Protection-> GG check [S‘I‘[jﬁiﬁ Ignore Ping Packet from WAN Port to Router-

>Saves

10 tp-link

Status

Quick Setup
WPS

Working Mode:
Network

Vilreless
Guest Network
DHCP
Forwarding
Security

Basic Security

Access Control
Advanced Routing
Bandwidth Contrel
1P & MAC Binding
Dynamic DNS
1Pv6 Support
System Tools
Logout

450M Wireless N Router

Model No. TL-WRO40N

Packets Statistcs Interval (5 ~ 60} 0 | Secands

DoS Profection. @ Disable () Enable

Enabée ICMP-FLOOD Attack Fillering

ICMP-FLOGD Packets Threshold (5 - 3800} Packets/Secs

Enatie UDP-FLOCD Fifering

UDP-FLOOD Packets Threshold (5 ~ 3600} Packeis/Secs

Enabée TCP-SYN-FLOOD Attack Fitaring

TCP.SYN.FLOOD Packets Threshold (5 ~ 3800} Packets/Secs

Ignore Ping Packet from WAN Port 10 Router

Fortid Ping Packet from LAN Poet io Reuter

Save Blocked DoS Host List

jumn§ 98 ¢ uinmAMIGA Firewall

M.UUEAGUIFIMS Local Management I{fi £ iieytis Only IV GG MA{t Add HA

Shmsidm Mac Address UINMIF[i USIUYA Saves

o tp-link
b |

Status

Quick Setup
WPS

Working Mode
Network
Wireless
Guest Network

Parental Control

Acoess Control
Advanced Routing
Bandwidth Cantrol
1P & MAC Binding
Dynamic DNS
1Pv6 Support
System Tools
Logaut

450M Wireless N Router
Model No. TL-WRS40N

Local Management

Management Rules

() Allthe PG on the LAN are allawed 1o access the Router's Web-Based Uity

@ Only the PCs listed b perform Ad

MAC 1 0COD-92.57-1058 |
L |
wer [ ]
P E—

Your PC's MAC Address: [ aa

jumng 99 s ynmAmimidnngienl Local Management 3 Firewall
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G.USIUBAGIFIMS Access Control GGMA{t Deny IUTWIGE Saves

450M Wireless N Router
TL-WRS40N

10 tp-link Model No.

Status

Quick Setup
WPS

Working Mode
Network [ Enable Internet Access Control
Wireless

Guest Netwark
DHCP
Forwarding
Security
Parental Control
Acess Control
- Rule o Rule Name: Host Target Schedule Status Mty

Access Control Rule Management

Default Filter Palicy
() Allow the packets specified by any enabled access control policy to pass through the Router

@ Deny the packets specified by any enabled access control policy to pass through the Router

Save

- Host Setup Wizard
- Target
- Schedule Add New,
Advanced Routing
Bandwidth Control Mave o o[ |
IP & MAG Binding
Dynamic DNS
IPV6 Support
System Tools
Logout

jumné oa s sinmAmadadinhimind Access Control

HAM S Host -> Add New -> [§1 Copy Mac Address i Local Management 1151t

Ny
=t

o - 450M Wireless N Router
- tp-link Model No. TL-WR940N

Status

Quick Setup
“wes | Host Settings

Working Mode

Network (3] Host Description Information Modify
" wiekss | AddNew.. |

Guest Network

DHCP

Forwarding

Security

Parental Control

Access Control

- Rule

- Host

- Target

- Schedule

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

IPV6 Support

Current No. 1 v | Page

System Tools
Logout

Jjumng 96 3 UNmAMT Add New Host 18115 Access Control
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tp-link

Status

Quick Setup
WPS

Working Mode
Network
Wireless

Guest Network
DHCP
Forwarding
Security
Parental Control

- Rule

- Host

- Target

- Schedule
Advanced Routing
Banawidth Control
IP & MAC Binding
Dynamic DNS
1Pv6 Support
System Tools
Logout

450M Wireless N Router
Model No. TL-WRS40N

Add or Modify a Host Entry

Mode  |MAC Address v

0C-9D-32-57-1D-56

Host Description
MAC Address

Save Back

jumné

D.GUBAMS Target INWSINMATNSIHUNS Foanmy INWUHTYA §6

Savez?

-p tp-link

98 3 UM Mac Address I811r5 Access Control

450M Wireless N Router
Model No. TL-WR940N

Status

Quick Setup
WPS

‘Working Mode
Network
Wireless

Guest Network
DHCP
Forwarding
Security
Parental Gontrol

- Rule

- Host

- Target

- Schedule
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
IPv6 Support
System Tools

Logout

jumné bo s

Add or Modify an Access Target Entry

Mode:

[ www.yahoo.com |
[ J
\ \
\ |

Target Description

Domain Name:

( Save J Back |

uinmAmiAnn#Tg 105 Target 181103 Access Control
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n.UUEAGUBAMSE Schedule ITWIFMIGINMARNISFEANIME INWNHEE

Savez:

450M Wireless N Router

10 tp-link Model No. TL-WR940N

Status

Quick Setup
WPS

Working Mode

Advance Schedule Seftings

Network Note: The Schedule is based on the ime of the Router
Wireless

‘Guest Network
SI—

DHCP
Day: () Everyday @ SelectDays
Forwarding

Security
Parental Conirol Time: all day-24 hours: [

Access Conrol St Tane e

- Rule StopTme: [ 1401 (HHMM)
- Host

Mon @ Tue @ Wed B Thu & Fn () Sat () Sun

- Target
- Schedule Save Back
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
IPv6 Support
‘System Tools
Logout

jumn§ b9 s unmAMIFANE Schedule 1811R5 Acess Control

G.GUBAMS Rule INWEEMEHEUNNIMBIEUNSUMM IWEE Save U

BAGUIFIMS Add New SadtnmAdmsigosigiyvidumsuinmesigingise

o - 450M Wireless N Router
- tp-link Model No. TLAVRI4ON

Sialus

Quick Setup
WPS

Working Mode
Network (] Enable Internst Access Control
Viireiess

Guest Netwark
DHCP
Forvarding
Securlly
Parental Gontrol

Access Control Rule Management

Default Filter Policy

® Allow the packets specified by any enabled access control pakcy to pass theough the Router

© Denythe fied by policy to pa

Access Control
-Rule D AuleName Host Target Schodule Status Wiy
- Host Satup Wizard

- Target
- Schedule ‘Add New
Advanced Routing
Bandwidih Cantrol hove 0 oD

IP & MAC Binding
Dynamic DNS Curentio [T2]Page
1Pv6 Support
System Tools
Logout

jumng b ¢ vinmAmidnns Rule 181105 Access Control
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’J tp-link
1

450M Wireless N Router
Model No. TL-WR940N

Status

Quick Setup
WPS

Working Mode
Network

Wireless

Guest Network
DHCP
Forwarding
Security

Parental Control
Access Control

- Rule

- Host

- Target

- Schedule
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
IPv6 Support
System Tools
Logout

Add Internet Access Control Entry

Rule Name Router Firewall
Host Click Here To Add New Hest List,
Target Click Here To Add New Target List
Schedule Click Here To Add New Scherule
Save | Back

jumng bim

s UM Add New Rule ISTir3 Access Control

g.6anGHMwEAlimsdm ¢phivus goghyunigmys

1', tp-link

450M Wireless N Router
Model No. TL-WR940N

Status

Quick Setup

WPS Access Control Rule Management

Warking Mode:

Network (7] Enable Internet Access Cantrol

Wireless

Guest Network Default Filter Policy

DHGP @ Allow the packets specified by any enabled access contral policy 1o pass through the Router
Forwarding ) Deny the by any enabled ‘polcy 1o pass through the Router
Secury [ sme

Parental Control

‘Access Control

- Rule L+ Rude Name: Host Target Schedule Status.
- Host 1 RouterFirewal /]
- Target Setup Wizard

- Schedule

Advanced Routing Add New... Enable All Disable All Delete All

Bandwidth Control

IP & MAG Binding Mave e Jeo[ ]
Dynamic DNS

1PV6 Support Curent No. [1 v Page
System Tools

Logout

Modify

jumng be s sipmiinmamugmunudigige

MiOA W INNIMITU s Firewall 1STIRS Wireless Router {fiM S S IANIMiG G

IFlmumagunisrsising
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0.9.1 sijsiemiSisie 5% s5)rs6S (Web Filter)

i S U Wt Web Filter 818 A1 0 18 AMBSHRMIGH Y WMIAIg]Ris

a

AR GoIsindngiadiig]h Web Fitter munisignigmus

L)

URHARITARUIIMITA] (Web Browser) 811G AURR{UIAGING G0 AT I

Zleo

9.

WY dlink router login - dlinkrouter.lc X +

& C A Not secure | dlink-routerlocal.net

dlink router login | dlink router setup

jumng bE 2 sNMAENMIGURhna§imy Web Browser

4

b. gAEAGAUIFIah Username 811 U eutnaiuasyn 1sigh madnueiyn

Login to the router
User Name :

Password : | [ Loon |

jumné b ¢ sNmAEN MWD HADM SN IS T a

m. UUAHAGUIFFMAGEsIIW jo{Rilagin MAj Advanced Tab UIUUA

&

PBUNIRMA] Website Filter<] I{fifulicutii{ity Deny Computer Access to ONLY these

v—vb

site US1UNW URL IHAUHAGATESHSONA TUIUEAGEMA] Save Setting 7

STATUS SUPPORT
- -

The Webste Fiter Dﬁmn alows vml m SEI up a st of Web sites you would ke to alow or deny
k. &, you must akso select the "Apply Web Fiter”

:‘ne(kbox In the Access :wtrul sm»on
[ save settngs | [ Dot save setings |

24 — WEBSITE FILTERING RULES

Configure Website Fiter below:
DENY computers access (o ONLY these stes =]

Clear the list below....

Remaning number of rules that can be created: 24

/ ‘Webste URL/Domain

oo, QOO Com
woww.yahoo. com. ta]

jumng b ¢ sinANMIR T gigNl Website Filter

-~
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UIUHARIGUIFIFR Access Control JGGGI I{fifU 1S1R1 Enable Access Control

The Access Control option zllows you to control access in and out of your network. Use this
feature as Access Controls to only grant access to approved sites, limit web access based on
time or dates, andfor block intemnet access for applications like P2P utilities or games.

[ save Settings | [ Don't Save Settings |

ACCESS CONTROL

Enable Access Control : |

POLICY TABLE ¥

Enable  Policy Machine Filtering Logged Schedule

[ save settings | | Don't Save settings |

jumné ba: snmaamafsiisggi Access Control

(. GGINTA] Next IS1H1) Add New Policy

IRTUALSRYER T Apb mew poLicy

This wizard will guide you through the following steps to add a new policy for Access Control.

Step 1 - Choose a unique name for your policy

Step 2 - Select a schedule

Step 3 - Select the machne to which this polcy applies
Step 4 - Select fiterng method

Step 5 - Selact fiters

Step 6 - Configure Web Access Loggng

s

jumng be s uNMAENMIGEMA] Next 187100 Add New Policy
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0. UIUYAHARINWIMA] Website Filter 18141 Policy Namejl‘qun}'mﬁj Next

STEP 1: CHOOSE POLICY NAME

Choose a unique name for your policy.

Policy Name : yebsite fiter]

prev ] [ Next ] Ganca |
ADVANCED NE
GUEST ZONE
JumnE mo s UNMAENMIN W maj Website Filter fji1 Policy Name

. JGYAHA{ET Selected Always h WM aj Always [S‘l‘gﬁ Details;l’jﬁ:l‘jmﬁtjtj@ii

SETUP | ADVANCED | TOOLS STATUS SUPPORT

STEP 2: SELECT SCHEDULE

Choose a schedule to apply to this policy.

Nv-avslzl
Details : apyays
[ Prev | | next | cancel |
h
LA

FIREWALL SET

ROUTING

jumné m9 s unmARMINUIMA] Aways 81t I{ft eutieg Always
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Mfj OK UNUHA I AT s mj Next

STEP 3: SELECT MACHINE

Select the machine to which this policy applies.

Specify a machine with its IP or MAC address, or select "Other Machines” for machines that do not
have a policy.

Address Type: @ 1P MAC Other Machines

)-
IP Address: 152.168.0.100

P4l 07505NBWIN7 {152.168.0.100) R4

Machine Address: << | Computer Name

=)

Machine

&~
=l el

jumné mb s uinmANMIN U Address Type §11 IP Address

8. I euliasmmaj Block Some Access fiil Method {NE§111 GG I{fi5s [N Apply Web
Filter GGG RS Mj Next

STEP 4: SELECT FILTERING METHOD

Select the method for filtering.
Method : Log Web Access Only ' Block All Access @ Block Some Access
Apply Web Filter : 7 o
Apply Advanced Port Filters :
Prev Next Cancel
\
'\ 2

jumné mm 2 vinmANMIR AT astsA Apply Web Filter
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annrsignstgBg 8|y Shignaniaiiugiy vTamuRlugAganmsisn

90. yuAga{niiipdeuiaging Disable §11 Enable

4

|

STEP 6: CONFIGURE WEB ACCESS LOGGING

VI SERVER

Web Access Logging : & pjsplad
Enabled

[save | | cancel

L

jumné md 3 uinmAENMIfasTastsn Disable U Enable

99. JGHAGGMA] Save Setting 1 :nfitnnatgjisifiigmuis Policy Tab

Hedphul Hintx...

» (Check Enable
Access Control f you

Thee Access Contral aption allbws you bo contral access in and out of your network. Use this
faature ag Accass Controk to only grant access to spproved stes, imit web access based on
time or dates, and/or block mtemet access for applcations e P2P utities or games.

| Save Settngs | | Dot Save Settngs |

Enable  Policy Machine Filtering Logged

7 Elock Some
] wehste fiter 192.168.0.100 Acces ta avas F W

| SaveSetings  Don't Save Setings

jumné mé s uNMAENMITHP RIS Website Filter

m
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.l asSasesnFeasassiey (Access Point Security)

I Wireless Access Point iU eSHAM S idmngas i eysinnsiih
AR FIN 6 GANGHBNIMYS
9. islgngmuigasigis mjt Setup IS Window ryuGGISTIAGMAjt Wireless

Setting

Wireless Settings Help

Note: The operating distance or range of your win
significantly based on the physical placement of the
place your Router

eless connection varies
Router.

Reaksa Also called the S

* Near the ces of the area in which your wireless stations will
Wireless oper

Wireless Settings ok

n as a high shelf

11bgn mixed v of interference. such as PCs.
el Width Auto v
Auto v
Guest Network
DHCP bl ;
= e SSID B
Je WDS Brid
less radio of the Router can be
ns access. If enabled, the
il be Router. Otherwise, wireless
ill not be able to acc
Enable SSID Broadcast - Enable SSID Broadcast
checkbox, the wireless router SS
Enable WDS Bridging
this fu ion, the Router can bri
is selected, you had bet
al o al al o o
IUMNE MY 2 UMMEAMITUATIANIMIT A Point S i
0 nu ccess Point Security
(4 0 ~

& a
2

. IsT i mumajth Wireless Network Ummmm:fﬁm@imsmwﬁnmm SSID
(Service Set Identifier ) FUTHIGUTASUAMMIBATHSIUASHA D SSID IURSIANAHANG
MNSGgSIMALNIF mb §iwAj fdruth Case Sensitive (Example: HOME123456789
fiuheIsmMngeumi Home123456789 )

M. 21I{MY Security Options ;Lﬁmﬁmmﬁmmqaémma Setting fi UEISUINM

Srrnimivudaaisighdunefc wwusunuig)misightivns§n gagiin

)

A s eswandoiduTneIdSyaltinumsIsian Wireless Access Point (WPA-PSK

[TKIP] + WPA2-PSK [AES] ) 15itis{ji Wireless Password ]
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Status

Quick Setup @ WPA/WPA2 - Personal(Recommended)

WPS Version

Working Mode Encryption AES ~

Network Wireless Password: | 54811430 S [Ereees ]

Wireless (You can enter ASCII characters between 8 and 63 or Hexadecimal characters between 8 and 64.)

ﬂ

Group Key Update Period Seconds

- Wireless Securit
Y (Keep it default if you are not sure, minimum is 30, 0 means no update)
) WPA/WPA2 - Enterprise

Guest Network Encryption
bHoP e
Forwarding Radius Port 1812 (1-65535, 0 stands for default port 1812)
Security Radius Password” |
Parental Control Group Key Update Period: E (in second, minimum is 30, 0 means no update)
Access Control -

O WEP
Advanced Routing
Bandwidth Control
IP & MAC Binding ey rorma
Dynamic DNS Key Selected WEP Key Key Type
IPv6 Support Key 1 Disabled v
System Tools Key 2 Disabled v
Logout Key 3 Disabled v

jumné mel suin mﬁﬁm:tﬁn 811 Configure 181105 Access Point Security

G.rs1enm Hfiﬂ{lti Security Encryption(WEP) igi Authentication Type F¢1th Automatic
Encryption Strength I§1th 64bit or 128 bit. (128 bit Athtii{Heuny) I {roSITHAMS
gURIANIRUBSMNGAMUIFIMS{UASUAMMITESHAMS HAGItAYT Authentication
Type I1th Open System 1j Share Key I INRUZ:NHNSMNGINGAI{HT wireless card
U operating systems 1

.isimI{My Security Encryption (WEP)Key #HiiH1 BU MY fUEA  (passphrase)
W GGHGTAN Generate I3I4]HINNIMITENWEJWI{HIRIUA WEP keys (Ui 81
HAINASITEULA Encryption Strength 64 bit four keys B1SINS{UASIAMI9D §§890
git (0-9 A-F) (it uIfatgjiny 10gAIIAIITSWA Encryption Strength 128 bit one
key BS{BAgIMIIL G58 LbZARIMSUIRAIGINT HPNIE)N HAMGUN IS

I U9BIRYW aI{EU WEP )
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O WEP

Type:

WEP Key Format:
Key Selected

Key 1: (@

Key2: ()

Key 3: (O

Key 4:()

iﬁﬁ1ﬂ9 ma s Uin

MH

~o

| Open System  « |

| Hexadecimal v |

WEP Key Key Type
| || 128bit v |
| [ 128pit v |
| || 128bit v |
| [ 128pit v |

Save

fim1 Configure ﬁh WEP 81105 Access Point Security

@® WPA/WPA2 - Personal(Recommended)

Version:
Encryption

Wireless Password:
Group Key Update Period:

O WPA/WPA2 - Enterprise
Version:
Encryption:
Radius Server IP:
Radius Port:
Radius Password:
Group Key Update Period:

O WEP

Type
WEP Key Format:
Key Selected
Key 1: O
Key 2: @
Key 3: O

Key 4: ()

itiﬁ'lfl? me ¢ UNMH

-~

WPA2-PSK ~

AES ~

| KongReaksa@123

(You can enter ASCI| characters between 8 and 63 or Hexadecimal characters between 8 and 64.)

Seconds

ﬂ

(Keep it default if you are not sure, minimum is 30, 0 means no update)

WPA2

>

m

w
H(I

1812 (1-65535, 0 stands for default port 1812)

(in second, minimum is 30, 0 means no update)

ﬂ

Shared Key ~

WEP Key Key Type
[ 00000000000000000000000000 |[128bit  ~|
[ 00000000000000000000000000 |[128pit  ~|
[ 00000000000000000000000000 |[128bit  ~|
[ 00000000000000000000000000 |[128pit  ~|

ASnmAmN g l{mty Configure 151100 Access Point Security
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b. GHNAJN Apply HAMSUMUANMIIGI [Heisiimidigiy WEP msmaeya
AN INAEAM G Tt S A e m NI I6) RGN (WPA-PSK [TKIP] + WPA2-
PSK [AES)) I smnmwipinignmidigia Shnifmngaimi WEP
. [UrasISHANIEGEHI{RMITIWA WPA-PSK [TKIP] 4 WPA2-PSK [AES] GG
nFasrsi My Security Options
. U%ﬁﬂjt;\,ﬂﬁjg‘lﬁ(passphrase) GII:H G 1 BME WU UGS Apply T
eyl unUEnitas Wireless Internet Security (e08IGEAMISHIEA 210
MBS SHth lists iU RS security protocols fid Ut Ui AFintigiiy 16l 18ptiss
1. WPA3
WPAZ2 Enterprise
WPA2 Personal
WPA + AES

o &~ 0 Db

WPA + TKIP
6. WEP
7. Open Network (no security implemented

o.M &sEaseS LY (Endpoint Windows Security )
isgamagwivimigyinniwsgwidfannnt  SNSUIGAIS D

) '

frumitelfsinngg

w

HEsAnMIm g aieianFighunmm thiteues fnjéi

o0.0.9 6565855 Windows Defender (Smart Screen)

S
<o
S
pd
-t
—C
=
g
tap]

HpRmAgwmMImISIUNSA (eSS gRIRNNUNYG IS LS

2

nwminnfgsmmnsgngismwyati  wildumyugamimiamunng
et UEIBURIEN s AT hAMGHwmimiusnSamigpwmangAyighmu i
MENNTMAMEY 81 ANW{TUTINH I

INA Benoit MSWIS{HaNaS®H IssAmigagwispunimimitiiSsis]

ARG AN TR g BN E AITHI
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iE I masSidadinnimilsHEig

ISR {HIG GRS  Imys

9. GG{aA Start JGTagRIAMAJt Setting

m Settings

Documents - This PC (4+)

£ settings|

jumné do ¢ sinmifin

-~ a

o~

. us Gy AlagRiAMmaA] Update & Security

setings

RIRIUAS Window Defender (Smart Screen )

App
Apps
%, Manage Help Settings >
Settings
3 Display settings >
72 Windows Update settings >
7 Wi-Fi settings >
(0 Mouse settings >
3 Cortana & Search settings >
¥ Windows Defender settings >
() Change your mouse settings >
search work and web
L settings - see work and web results >

Search Engine

Windows Settings

Account M Time & La
jo : P
ar ¢ O o
~ .

Updale & Securlty
B it e

mmns G9 ¢ Uin

0

= S

& o

£
o

Sedine a 81 sus g mo

Hiap
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RIGNAN[IIEAY UTENU{RIUEAGARBISTEN

m. 1B AtagiAMA] Update & Security GGG IR App & Browser Control

& Settings - o x
@ Home Windows Security
e - | Windows Security is your home to view and manage the security and
58 ssng health of your device.
Update & Security Open Windows Security
< Windows Update Protection areas

24 Delivery Optimization G Virus & threat protection
No action: d.
| ¥ Windows Security Q Accountpotecton
No actions needed
T Backup
((g Firewall & network protection
No actions needed.
2 Troubleshoot 084 ¥
- App & browser control
O Recovery L No actions needed
. Device security
©  Activation 58 110 actons needed
A Find my device @ Device performance & health
N 1s needed
i For developers " 2
ffﬁ Family options
Manage how your family uses their device
& Windows Insider Program

Keep your PC safe

Get more info about Windows Security

jumné cb s uinmiinks Window Security

0

¢. uUuAIbALINNimMiTS Window Smart Screen

Windows Security -

(0]

|8

]

jumn

o
X

This setting is managed by your administrator

Check apps and files

windows Defender SmartScreen helps protect your device by checking for
unrecognized apps and files from the web.

Privacy Statement

SmartScreen for Microsoft Edge

Windows Defender Smartscreen Filter helps protect your device from
malicious sites and downloads

@ o

Privacy Statement

SmartScreen for Microsoft Store apps

Windows Defender SmartScreen protects your device by checking web
content that Microsoft Store apps use.

® wam
QO off

& dm s uinmmadiinhimels SmartScreen
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. 10 5555 E 5355585 Windows Defender
grsmimimipsnnfoAtnandages t IS AR WU

Microsoft Edge [t’ﬂtiﬁLUU[gﬁi@L]‘lsg‘?gUStﬁﬁH Hyper-V iti8d Microsoft 1 HEMIIs:

al

SIANIMItN YU UIGAIS AU ) 86 (Whitelist) (ﬁn;ﬁjmtannﬂmiﬁmwmmmﬁq n G
gfmompunmwisighmisians)1 wasiisdnudsgigieaty ayl

mSi‘JLﬂnﬁnhn[Si‘JHUj :mmﬁnﬁmhmmmﬂmm:mmﬁ? Gun Ayl gumAan

v =]
1

Eﬁljh[ﬂn[ﬂjﬁﬂr{ﬂﬂ\] ] HSMS N n byt mt’ntmmnmmnnﬁ;m:ﬁmm W{uumi

iy mes8idadinnimils Window Defender It {ait§HGrisismus
U i i

9. Gydnn b5 N j Window Security ES17ji) Search Engine

E Windows Security

App
Search work and web

O Window Security - See work and web
esults

L Window Security I

iUﬁmQ GG 3 UEN e tdhh Search Engine

-~
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b. utuAndnisghinmajVirus & Threat Protection JG IR N

Windows Security - o x

= Security at a glance

| &
O
o
e 2 “8
= Virus & threat protection Account protection Firewall & network
No action needed. No ded. protection
a No action needed.
@
—
£
w
App & browser control Device security Device performance &
No action needed e m e health
b No action needed
Family options
Manage how your family uses
heir devices
&

jumné cs vinmAngin Security at a glance
m. usuAndiifaghinma] Virus & Threat Protection Protection Setting jGGGISTIr0

Manage Setting

Windows Security = X

Q Virus & threat protection

Protection for your device against threats

|0 X Current threats
Q No curren

03 PM (quick scan)

minutes 21 seconds

46774 files scanned

Quick scan

% Virus & threat protection settings

No action needed

Manage settings

3 Virus & threat protection updates

Prote

n definitions are up to date

jumné ¢b ¢ uinm#ANgia Virus & Threat Protection
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¢. uUuAndniaginmaj Realtime Protection 8ittdndnnimi

Windows Security - o x

®s Virus & threat protection settings

View and update Virus & threat protection settings for Windows Defender

o Antivirus,
1o . ,

o Rea!ftlme protection -
«“@»

(=]

=2

@

s

Automatic sample submission

s rosoft to help protect you and others from
su if the file we need is likely to contain

jumné énl s sipmafmadadinnimi Window Defender

m.o.m 52593535}: User Account Control

NENWMIATIAR T nugemusadaimnimi ayikSamifigianiait

aa

ANUTUG S AIBISHASIBEYM  (non-admin  account) NAMGNINNWATWIUIH
Simemidigaginiiumsmisgana  Shmimimifesyiinwishgjamuyts

SIMs g

a a

Y] I0ASIGIANIMITU AT User Account Control IR {R{ITMEAISTIHGIMYS
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9. ﬁgh {31t (IGRUAN Search JGNHMTj81 Change User Account Control Setting

‘,V Change User Account Control
settings

Control panel
Search work and web

£ Change User ACCOUNt COntrol

. >

Settings - See work and web results

£ change user account control N
settings$

£ change user account control N
settings'

£ change user account control N
settings.3

£ change user account control settings 5
10

£ change user account control settings 5
pr

£ change user account control settings 5

xp

£ Change User ACCOUNt COntrol Settings

jumné dd ¢ vinmimitegiinis UAC

b. upsuanduasRauiusiginundacims

G User Account Control Settings - a X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
- - Never notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
- - 0 Not recommended.
Never notify

Jjumné ce ¢ sinmimaisiasismad{mas UAC
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on.M.¢ FITBHIRDEBES Windows Defender
I Benoit MSStintsth giguninnissansndamufuegi sty §uny

Fil ﬁmnﬂimumﬁjmmmﬁmmh% 9§tﬁ Kernel mode code Integrity (KMCI) Bidpu

al

msm:w:mmwaﬁéfmméhm:mmﬁntﬁﬁ ARNWUuNIGiyh  (zero-day) &i
Arlgpwigrg)arnuwiimniadm (HVCH 9 §ii user mode code integrity (UMCI)
mmithu i asagiiiauganagdi mwibisiangiinnug

iigOndIimigiauniAniuas Window Defender IS {jiimunisigsanigmys

9.GGIY i Window Search [ﬁjt‘lin M " Edit Group Policy”

o+ Edit group policy

Control panel

Settings

A Edit language and keyboard options >
Search the web

P Edit g - See web results >
P edit games >
L2 edit google account >
L edit gifs >
L edit gacha life >
P edit gacha >
L edit group policy >
L edit gmail contacts >
A edit group policy windows 10 >

Documents - This PC (1+)

£ Editg I

Jjumné &0 3 uinmi Edit Group Policy
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. UUHAGEIN Computer configuration

| =l Local Group Policy Editor

File Action View Help
s B = HE

= Local Computer Policy

A« & Computer Configurat
| Software Settings|
| Windows Setting|
| Administrative Te

' User Configuration
| Software Settings
- Windows Setting:|
| Administrative Te

| Local Computer Policy

Computer Configuration

Description:
Administrators use the Computer
Configuration node in Group Policy
to set policies that are applied to
computers, regardless of who logs
onto them.

Name

' Computer Configuration

i User Configuration

Bxtended / Standard /

jumné 93 uinm

M. GGG Administrative templates.

| =/ Local Group Policy Editor

File  Adtion

e 2R BE T

View Help

TSSO S S SUTSNAEEEy

f1 Local Group Policy Editor

| Local Computer Policy
A~ & Computer Configurai
| Software Settings
| Windows Setting:
| Administrative Te

+ i User Configuration
| Software Settings,
| Windows Setting
| Administrative Te

& Computer Configuration

Administrative Templates

Description:
The Group Policy Administrative

based policy information.

Templates node contains all registry-

Name
Software Settings
Windows Settings

dministrative Templates

Bitended A Standard /

jum ng e Ui mﬁ Administrative fj1 Local Group Policy Editor
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k. GG IF0 Windows components

=/ Local Group Policy Editor - O X

File Action View Help
e 20 Ha ¥

=/ Local Computer Policy ||~ Administrative Templates
~ & Computer Configura

~ & User Configuration
| Software Settings
| Windows Setting:
| Administrative Te

~| Software Settings| Windows Components Setting

> L] Windows Setting Description: | Control Panel :

v Administrative Te | ¢ontains settings for operating il Network L
| Control Panel|| system components. | Printers t
~ Network | Server |
= Printers | Start Menu and Taskbar L
7 Server 3 System
1 Start Menu ar \Nindows Components 4
d System Al Settings I
—| Windows Con| 1
2. Al Settings

Extended / Standard /

jumné &ms vin

& UUYA

=/ Local Group Policy Editor
File

&=

Action View Help

zalisalEIN ? Nosli ¢

TSN S SAa SHTSN AR

(M i Window Components

r¥ iy i enj Window Defender Application Guard

v 1 Windows ¢ ~ || Windows Components
- Active Wind, Defender Appli Setti "~
1 addfe || g i £
uard Store
| App Pa =
1 App Pr _| Sync your settings
7 Appru | Tablet PC
1 Applic: | Task Scheduler
7 AutoP! 1 Text Input
| Biomet | Windows Calendar
_| BitLock . Windows Color System
| Cameri _ Windows Customer Experience Improvement Program
| Cloud ~ Windows Defender Antivirus
- Conne Windows Defender Application Guard
. Creder | Windows Defender Exploit Guard
= Datja C _ Windows Defender SmartScreen
o geh:er “| Windows Error Reporting
= Dzsk:C | Windows Game Recording and Broadcasting
=y s» ° ~| Windows Hello for Business
| Device B
. | Windows Ink Workspace
| Device g
i Diai _ Windows Installer
| Digital & v
lindrwe | nnan Ointinne
| Edgel < " ' >
< B Extended /\Standard/
1 e -

JUMNGHc ¢

vinm § 11 Window Defender Application Guard
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hﬂﬁﬂj?‘}tﬂﬂjtiiﬁHSSﬁfLﬂLfﬂ Stl??lj‘l ﬁﬂLﬁj[fﬂﬁﬁU UIMU{A L AGAR Y S??J‘I
4 a n n « & = « 23
' —~r a - . . .
9. USIUHATWAGGIRIM] Turn on Window Application Guard
=/ Local Group Policy Editor = [m} X
File Action View Help
o5 27 2 HE 7
— Portab ~ || Windows Defender Application Guard
_| Presen
Turn on Windows Defender Setting
~ Push T lication Guard in Ent s i
1 Remot ma e e |+ '@ Turn on Windows Defender Application Guard in Enterprise..  N(
“] RSS Fe Allow camera and microphone access in Windows Defender A..  N¢
7 Search Edit policy setting Allow data persistence for Windows Defender Application Gu..  N¢
| Securit Allow hardware-accelerated rendering for Windows Defender..  N¢
1 Shutdc Requirements: /i2, Allow auditing events in Windows Defender Application Guard ~ N¢
At least Windows 10 Enterprise ¢ , i 2
| Smart Prevent enterprise websites from loading non-enterprise con..  N¢
7 Softwa Description: Allow Windows Defender Application Guard to use Root Certi..  N¢
| Sound This policy setting enables Configure Windows Defender Application Guard clipboard se..  N¢
| Speect application isolation through =] Allow users to trust files that open in Windows Defender App..  N¢
Store Windows Defender Application . . " L .
- Guard (Application Guard) iz| Configure additional sources for untrusted files in Windows .. N¢
. Syncy Configure Windows Defender Application Guard print settings  N¢
8 Tablet Application Guard uses Windows =] Allow files to download and save to the host operating syste.. ~ N¢
1 Task Sc Hypervisor to create a virtualized
J TextIn| environment for apps that are
Windo configured to use virtualization-
=S based security isolation. While in
_ Windo 5 E
) isolation, improper user
| Windo interactions and app
1 Windo vulnerabilities can’t compromise
. W
| Windo the kernel or any other apps % 5
: bmide o £Al it
< > ExtendedAStandard/
12 setting(s)

. U

jumné dd s unmaginfimidats Window Application Guard

UYAWAMA]t Enable §G Apply UIUEAGE M| OK

a
& Turn on Windows Defender Application Guard in Enterprise Mode O X
E} Turn on Windows Defender Application Guard in Enterprise Mode Next Setting
) NotConfigured ~ Comment:
(® Enabled
(O Disabled
Supported on: | At jaast Windows 10 Enterprise
Options: Help:
1 - This policy setting enables application isolation through Windows
= Defender Application Guard (Application Guard).
Options: Application Guard uses Windows Hypervisor to create a

0. Disable Windows Defender Application Guard
1. Enable Windows Defender Application Guard for
Microsoft Edge ONLY

2. Enable Windows Defender Application Guard for
Microsoft Office ONLY

3. Enable Windows Defender Application Guard for
Microsoft Edge AND Microsoft Office

virtualized environment for apps that are configured to use
virtualization-based security isolation. While in isclation,
improper user interactions and app vulnerabilities can’t
compromise the kernel or any other apps running outside of the
virtualized environment.

If you enable this setting, Application Guard is turned on for your
organization.

Cancel Apply

jumng &9 3 uinmAginimadnais Window Application Guard
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m.m.& &9 53 Exploit $85&5 Windows Defender

@ Exploit {pAsuinigoiuaisy umomimipeisSaipwpunigh g 8
mimingpwisighisgs Mmommimingiio/athiin [pnsgiar yajumo
URYHAIES AN 1A Benoit msmmmsfﬂ RIS HWRINAT ANNRIGS)
rsSupuaRmIUSUSW Exploit UAgSuAgifuaisy iwnAgwneweg

S8
mogagniniayge” 4

iBdfiBatidhimig Explorit 1WA Window Defender itTR{Hfmuisifoai
imys

E).Gll‘jm? Window Search fﬁ;mﬁmﬁj “ Edit Group Policy”

Best match

. Edit group policy e T
Control panel =
e le
setings Edit group policy A
& Edit language and keyboard options > Control panel
Search the web 1
L Edit g - 5ee web results > = Open
L edit games >
£ edit google account >
L edit gifs >
L edit gacha life > i
L edit gacha > c
L edit group policy > :1
L edit gmail contacts > i
L edit group policy windows 10 > "

Documents - This PC (1+)

P kditg)

jumné @l 2 uinm Edit Group Policy
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b. U S Uun GG {25} Computer configuration

| - 0

X

=/ Local Group Policy Editor
File Action View Help
e B = Hm
=/ Local Computer Policy | Local Computer Policy
o}« & Computer Configura . .
Computer Configuration Name

| Software Settings
.- Computer Configuration

| Windows Setting: Description:
Administrative Te ’ ) User Configuration
o Administrators use the Computer

+ & User Configuration Configuration node in Group Policy
| Software Settings|| to set policies that are applied to
Windows Setting| <O puters, regardless of who logs

to them.
" Administrative Te|[ °"° "™

Extended / Standard/

TS R SETAEAES

jumné g6 vinmi Local Group Policy Editor

M. jGGGIR Administrative templates.

| 2/ Local Group Policy Editor - u] X
File Action View Help

e 2@ = BHE T

[ Local Computer Policy || & Computer Configuration
o« & Computer Configurai

1 Software Settings Administrative Templates Name
| Windows Setting: | .o | Software Settings
i _ Windows Settings

1 Administrative Tel| The Group Policy Administrative ———
+ g User Configuration Templates node contains all registry- L] Administrative Templates
] Software Settings|| based policy information.

| Windows Setting:
| Administrative Te

Bitended / Standard /

jum ng ggs uin mﬁ Administrative fi1 Local Group Policy Editor
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g SRIGNANTAIIIEAT

. UIGH‘G Windows components

File Action View Help
a9 N B

=/ Local Group Policy Editor

@Y

i 2/ Local Computer Policy
Pl vt Computer Configurat
| Software Settings
> | Windows Setting:
v | Administrative Te
_ Control Panel
7 Network
_ Printers
| Server
| Start Menu ar
* System
~| Windows Con
; All Settings
« b User Configuration
| Software Settings
| Windows Setting:
| Administrative Te

~ Administrative Templates

Windows Components Setting
_ Control Panel
Description: n
Contains settings for operating - N?twmk
system components. | Printers
| Server
| Start Menu and Taskbar
~ System
L Windows Components
2 AllSettings
¢ ¥
Bitended | Standard /

e BE OO IR A Al S AERAE S

jumn& H0s uinmi Window Components

(. ﬁ@ﬁ&iﬁqmnﬁ Windows Defender Exploit Guard

-/ Local Group Policy Editor

File Action View Help

-

2F = HmE T

|
il
«3

= Local Computer Policy
~ & Computer Configuraf

Software Settings|
Windows Setting|
Administrative Te|
_| Control Panel
| Network

| Printers

- Server

~| Start Menu ar
7 System

_| Windows Con|

Windows Defender Exploit Guard

| Windows Components

Setting

| Task Scheduler

I Text Input
| Windows Calendar
_| Windows Color System

| Windows Customer Experience Improvement Program

| Windows Defender Antivirus
| Windows Defender Application Guard

55} windows Defender Exploit Guard &

| Windows Defender SmartScreen

7 All Settings

v & User Configuration
| Software Settings
| Windows Settingy|
| Administrative Te|

“| Windows Error Reporting

| Windows Game Recording and Broadcasting

| Windows Hello for Business
I Windows Ink Workspace

1 Windows Installer

| Windows Logon Options,

| Windows Media Digital Rights Management

~| Windows Media Player

Windaue Maceannar
<

B e m oW

o

Jumng 992 UiNMNA Window Defender Exploit Guard

Extended / Standard /'
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o=
un
<«

X}
>

.U UHA GG IRUEXploit Protection

I -/ Local Group Policy Editor

File Action View Help

| F T B

& T

| Presen #
B | Push T
_| Remot
| RSSFe
| Search
| Securit
_ Shutde
| Smart!
| Softwa
| Sound
_ Speech
_| Store
| Syncyr
| Tablet
| Task Sc
1 Text Inj
_ Windo
| Windo
| Windo
1 Windo
Windo
| Windo ,

" Windows Defender Exploit Guard

Exploit Protection Setting

ploit Protection

< >

Bxtended { Standard /

jumng Bz uinmi Exploit

ITI].U§“IfjHﬁ Ulml;fi Use a common set of exploit protection settings.

| =/ Local Group Policy Editor - O X
File Action View Help
e 2@ 3 BE T
JpushTer | Biploit Protection
2 _ Remot . )
Use a common set of exploit Setting
| RSSFe rotecti tti
1 Search protection settings Use a common set of exploit protection settings No
- Securit Edit palicy setting A
| Shutdc
| Smart || Requirements:
Softwa || At least Windows Server 2016,
= Windows 10 Version 1709
| Sound
- Speect Description:
| Store Specify acommon set of
7 Syncyc || Windows Defender Exploit Guard
% Tablet system and application mitigation
= Task S settings that can be applied to all
S kX endpoints that have this GP
- TextIni |l setting configured.
| Windo
| Windo There are some prerequisites
Windo before you can enable this setting:
Windo rManuaHycanﬁgur‘eade‘V{ces‘
S system and application mitigation
- Windo | settings using the Set-
v [ Windo ProcessMitigation PowerShell v
uliBr cmdlet, the ConvertTo- o B
< > |\ Btended { Standard /
1 setting(s)

jum ng bm s um mﬁ Use a common set of exploit protection
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G.GGI Enabled and jGGGMA] OK.

& Use a common set of exploit protection settings O x

B Use a common set of exploit protection settings

O Not Configured Comment: r

@) Enabled

O Disabled
Supported on: | 4t |east Windows Server 2016, Windows 10 Version 1709
Options: Help:
Type the location (local path, UNC path, or URL) of Specify a common set of Windows Defender Exploit Guard system | ~
the mitigation settings configuration XML file: and application mitigation settings that can be applied to all

endpoints that have this GP setting configured.

There are some prerequisites before you can enable this setting:
- Manually configure a device's system and application mitigation
settings using the Set-ProcessMitigation PowerShell cmdlet, the
ConvertTo-ProcessMitigationPolicy PowerShell emdlet, or directly
in Windows Security.

- Generate an XML file with the settings from the device by
running the Get-ProcessMitigation PowerShell cmdlet or using
the Export button at the bottom of the Exploit Protection area in
Windows Security.

- Place the generated XML file in a shared or local path. B

Note: Endpoints that have this GP setting set to Enabled must be
able to access the XML file, otherwise the settings will not be
applied.

=

Enabled v

o] e || aeen

jumné Hds uinmi Enable Window Defender Exploit Guard

M.M.9 Microsoft Bitlocker
[AIA  Benoit TISHIS{IANEIST “Bitlocker ATNEIAM {5

WaESwAYgH
UNwanisy 90 Professional 811 Enteprise NjtumaugwmisseudgSwinums
by

5
o
5
=%

misgana  rhwa@nmimimipiginanant  ShumsigSwinuds

usums WisAnfipimessiunyiniggnin
Amsuigyt sfiamainsama - gadssamwmesaiiuimssy
I uUAmATREUAINN 8w IVGMWARNSIVSANTGE " 1
Hg]oRdnimits Microsoft Bitlocker It {fiIfMunisigsenigmys
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al . al 9 - - .
9. GGIRU Window Search I TAJNi7 M j Manage BitLocker
Al Apps  Documents a7
Best match ;
,rl ¥
- Manage BitLocker T I
™ control panel Q T
Appe Manage BitLocker [
s SQL Server 2014 Management N Control panel
Studio |
@, Manage Help Settings >
7 Open L
#® Internet Download Manager >
& Internet Information Services (lIS) N
Manager
Settings
A= Manage your account >
= Manage work or school account > [
i Manage app execution aliases >
L3 Manage what Cortana can do, see, N
and use
M} Manage map updates >
Search the web
L manage j=H o . ﬂ - LE]
al al
JUMNG otz UINMN Manage BitLocker
1. Turn on BitLocker
& BitLocker Drive Encryption - () X

T % > Control Panel > All Control Panel ltems > BitLocker Drive Encryption v

{Control Panel Home!

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive
QS (C) BitLocker off

GTU’WO]B(L(‘((E’

Ji

Fixed data drives

DATA (D:) BitLocker off

. Removable data drives - BitLocker To Go
See also
Insert a removable USB flash drive to use BitLocker To Go.
&) TPM Administration

G Disk Management

Privacy statement

Search Control Panel 2

jumné BB ¢ BN Turn On BitLocker
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o.0.¢3 §3 Credential §85&5 Windows Defender

§1 Credential TNUIGAIS mmémzéﬁﬁgaﬁm A§gSwrmngjistiinGrinwiggn
iy gjiivinwgwivimidms mmgmmh: BUN EENW MM W{puMi
AYGHESIY (user account)l RUANN:IS SRAISIFU S sytmidtiiSamimimijursdithiys
A EnAghtmieansing

iy G NI mig) Credential 17T Window Defender It (pitmu nisifs e
Y3

9. GGIN Window Search jGN s M7ij Edit Policy Group

Best match

« Edit group policy (D i

Control panel i
_ le

Setings Edit group policy

#F Edit language and keyboard options > Control panel

Search the web

L Edit g - See web results p = Open

L edit games p

L edit google account p

L edit gifs p

P edit gacha life p

P edit gacha p

L edit group policy > t

P edit gmail contacts p

R edit group policy windows 10 > ig

f
Documents - This PC (1+) u
El

0O Hditg

jumné Bl : yinm Edit Group Policy
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. UIUBAGGWAMA] Computer Configuration

@9

-/ Local Group Policy Editor

File Action View Help

| =/ Local Computer Policy

A~ (& Computer Configuraf
| Software Settings|
| Windows Setting:
| Administrative Te

v i User Configuration
_ Software Settings

| Windows Setting;
| Administrative Te

Description:

Administrators use the Computer
Configuration node in Group Policy
to set policies that are applied to
computers, regardless of who logs
onto them.

| Local Computer Policy

Computer Configuration Name

_ Computer Configuration

i User Configuration

m. USUEA

-3

Extended /{ Standard /

B T L e =

jumné bz viNmi Local Group Policy Editor

=/ Local Group Policy Editor

File Action View Help

e 2@ = @

il 4

G If0 Administrative Templates

| Local Computer Policy

~ & Computer Configuraf
| Software Settings
| Windows Setting|
- Administrative Te

« #& User Configuration
7 Software Settings,
- Windows Setting:
_| Administrative Te

A Computer Configuration

Administrative Templates

Description:
The Group Policy Administrative
Templates node contains all registry-
based policy information.

Name
Software Settings
| Windows Settings

Administrative Templates

Extended / Standard /

Jjum ng bes uin mﬁ Administrative it Local Group Policy Editor

Segjn: b inp §h s s

anjanoginnsis uafia W o

8



annrsignsgBg8aan |y Shignaniaiiugiy vignuipug AgAdmsign
al
k. JGGGIUMT] System
[ Local Group Policy Editor - 0 %

File Action View Help

e 1F = HE 7

e

Computer Policy

bmputer Configuration
Software Settings
Windows Settings
Administrative Templates
_ Control Panel
. Network
_ Printers

~ Administrative Templates
System

Description:
Allows configuration of various
system component settings.

Server

~| Start Menu and Taskbar
. System

" Windows Components
_ All Settings

ber Configuration

Software Settings

Windows Settings
Administrative Templates

Setting

_| Control Panel

| Network

| Printers

~ Server

| Start Menu and Taskbar b

o
| Windows Components
Al Settings

~

Extended / Standard /

jumné nlos vinm

& USIUYAGE Device Guard

il System 151741 Local

_=I Local Group Policy Editor

File Action View Help

= 1H = BHE T

Computer Policy | System
bmputer Configuration .
. Device Guard
Software Settings
Windows Settings
| Administrative Templates
~| Control Panel
| Network
_ Printers
7 Server
" Start Menu and Taskbar
| System
Windows Components
- All Settings
ser Configuration
Software Settings
Windows Settings
Administrative Templates

|55 Device Guard

"1 Enldar Padiractinn
<

Setting ~
" Access-Denied Assistance

= App-V

| Audit Process Creation

~| Credentials Delegation

“| Device Health Attestation Service
" Device Installation

" Disk NV Cache

_| Disk Quotas

~ Display

_ Distributed COM

_ Driver Installation

| Early Launch Antimalware

| Enhanced Storage Access

" File Classification Infrastructure
" File Share Shadow Copy Provider
~| Filesystem

<

Extended / Standard /

16 setting(s)

jumné a19: BN Device Guard 18111 Local Group Policy

Segjn: b inp §h s s

¢ anjanoginnsis uafia W o

8



annrTgNSwgBg Ay Shignaniali

o
[X]
a

fiG
&

9.0G0G [LﬁmﬁJ Turn on Virtualization Based Security

=/ Local Group Policy Editor
File Action View Help
&9 A ol 4

_| System d
| Access-Denied As
| App-V
_ Audit Process Cre

~ Device Guard

Turn On Virtualization B
Security

Credentials Delec || g4t policy setting

| Distributed COM
Driver Installatior
Early Launch Anti
Enhanced Starag

L

L

File Classification
| File Share Shadoy

_| Device Guard

| Device Health Att Requirements:

“ Device Installatio || At least Windows Server 2016,
| Disk NV Cache ||| Windows 10

*| Disk Quotas Description:

| Display Specifies whether Virtualization

Based Security is enabled.

Virtualization Based Security uses
the Windows Hypervisor to
provide support for security
services. Virtualization Based
Security requires Secure Boot, and
can optionally be enabled with the

ased Setting

iz, Deploy Windows Defender Application Cantrol

A [js] Turn On Virtualization Based Security

jumné bz um

. UIGBAGE Enable jGGG OK

a
A Turn On Virtualization Based Security

E‘ Turn On Virtualization Based Security

(O Not Cenfigured Comment:
@) Enabled
O Disabled
R At least Windo)
Options:

| Filesystem )
i use of DMA Protections. DMA
| Folder Redirectio - )
) protections require hardware
-~ Group Policy support and will only be enabled
| Internet Commur || on correctly configured devices.
= iscsl .
< > |\ Extended A Standard /
2 setting(s)

mﬁ Turn on Virtualization Based Security

Previous Setting

ws Server 2016, Windows 10

Help:

Select Platform Security Level:
Secure Boot and DMA Protection =
Virtualization Based Protection of Code Integrity:
Mot Configured ~
[ Require UEFI Memory Attributes Table
Credential Guard Configuration:
Not Configured

Secure Launch Configuration:

Not Configured

Specifies whether Virtualization Based Security is enabled.

Virtualization Based Security uses the Windows Hypervisor to
provide support for security services. Virtualization Based Security
requires Secure Boot, and can optionally be enabled with the use
of DMA Protections. DMA protections require hardware support
and will only be enabled on correctly configured devices.

Virtualization Based Protection of Code Integrity

This setting enables virtualization based protection of Kernel
Mode Code Integrity. When this is enabled, kernel mode memory
protections are enforced and the Code Integrity validation path is
protected by the Virtualization Based Security feature.

The "Disabled” option turns off Virtualization Based Protection of
Code Integrity remotely if it was previously turned on with the |
“Enabled without lock” option.

The "Enabled with UEFI lock” option ensures that Virtualization

jumné ams unm

Cancel

Apply

NN N Enable Window Defender Credential Guard
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a

M. G (BHESESK &S ( Security Testing)

1] 9

M.¢.9 si5)sSesoinasisl Nmap

iginIgiuaglh idngidamunisiismifigingoaninmus

al

S.QUtﬁﬁﬁ[nﬂimi nmap file i FUHA TS download [tﬁﬁjﬁgﬂﬁﬁﬁqsmﬁjm | Agree-

' o

>Next->Install->Next->Next->Finish [ (U1 S UMM MY ANt RS EEN WHGIUIa{mMyisss

(37 Nmap Setup = X
License Agreement
Please review the license terms before installing Nmap. { ‘7

Press Page Down to see the rest of the agreement.

ICOPYING - Describes the terms under which Nmap is distributed.
IMPORTANT NMAP LICENSE TERMS

The Nmap Security Scanner is (C) 1996-2019 Insecure.Com LLC ("The Nmap Project”).
Nmap is also a registered trademark of the Nmap Project. This program is free software;
you may redistribute and/or modify it under the terms of the GNU General Public License

as published by the Free Software Foundation; Version 2 ("GPL"), BUT ONLY WITH ALL

(OF THE CLARIFICATIONS AND EXCEPTIONS DESCRIBED HEREIN. This guarantees your
right to use, modify, and redistribute this software under certain conditions. If you wish v

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Nmap.

Cancel

Jjumné nid: snmAmMI Install Nmanp 1S1100 Window
(o7 Nmap Setup — X
Choose Components —
Choose which features of Nmap you want to install, ‘_7

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: | =T
Register Nmap Path

Npcap 0.9982

Network Performance Img

Zenmap (GUI Frontend)

Ncat (Modern Netcat rein

Ndiff (Scan comparison to

Nping (Packet generator)

< >

Space required: 83.4MB

<Back Next > Cancel

Jjumn nltis vinmAmi Install Nmanp 181505 Window
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() Nmap Setup - bt
Choose Install Location -
Choose the folder in which to install Nmap. (‘7

Setup will install Nmap in the following folder. To install in a different folder, dick Browse and
select another folder. Click Install to start the installation.

Destination Folder
kC: Program Files (x86) Wmap) Browse...

Space required: 83.4MB
Space available: 164.3GB

< ok Cance

Jjumné s vinmAmMi Install Nmanp 181505 Window
o' Nmap Setup -

Installation Complete —
Setup was completed successfully. (47
Completed
e

Show details
< Back Next > Cancel
jumné rlnle uinAmMI Install Nmanp 11105 Window
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o Nmap Setup - X
Create Shortcuts
¥y
[~ start Menu Folder
[] Desktop Icon
MNext > Cancel

jumné nids unmAMI Install Nmanp 181100 Window

o' Nmap Setup —

Finished —
Thank you for installing Nmap k 3 ’

Nmap has been installed on your computer.

Click Finish to dose this wizard.

jumng ngs uNmAMI Install Nmanp 181103 Window
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0.¢.1. sessisfeasisy Nessus

iy misnanghinnaiais s oin s idmougwiswms ndhm s
{masgt egiy] Nessus 1 §GIS IR gjH{OmM eI aylujiscmsndngidrgjan my
DAMAGGONIMYs

]

9. BURITN{FHIGRUIFIAH Web Browser §GN M #j Download Nessus

www tenable.com » downloads » nessus -
Download Nessus | Tenable®

Download Nessus and Nessus Manager. _.. In order to complete your Nessus installation, you
need an activation code if you don't have one already.

www tenable.com » products » nessus *

Download Nessus Vulnerability Assessment | Tenable®

Download Nessus vulnerability assessment solution, trusted by more than 27000 organizations
worldwide as one of the most widely deployed security ...

Nessus Essentials - Nessus Professional - See how we compare.

You've visited this page 2 times. Last visit: 9/24/20

JUMNG G0s BPNMARMINAE]H i) Nessus

b. uUANihggrumsIuiw nSGeAiENIF Software Nessus

3 Edraw.Max.9.4.0.688.Portable.rar 3/3/2020 8:26 AM WinZip File 249,534 KB
[@ metasploit-latest-windows-x64-installer....  8/29/2020 .01 PM  Application 214,689 KB
r@ Messus-8.11.1-x64.msi 8/29/2020 726 PM Windows Installer ... 74,299 KB
(& nmap-7.80-setup.exe 8/29/2020 217 PM Application 26,292 KB

Jumng 69 ¢ UM File Of Nessus

M. UPUHAIGRGEMAj Next

ﬁ Tenable Nessus (x64) - InstallShield Wizard x

Welcome to the InstallShield Wizard for
Tenable Nessus (x64)

The InstallShield(R) Wizard will install Tenable Nessus (x64) on
your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back Cancel
jumng dbs sAAMIINGAGH Al Nessus
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k.U §“|fjf:i {ouky! GGMAjo I Accept the Term in the License Agreement
7 Tenable Nessus (x64) - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

***IMPORTANT***

THIS AGREEMENT IS INTENDED TO BE LEGALLY BINDING. BY
CLICKING THE “AGREE” OR “ACCEPT” BUTTON BELOW AND/OR
CONTINUING TQO DOWNLOAD, INSTALL OR USE TENABLE SOFTWARE
AND OR SERVICES (OR AUTHORIZING/ALLOWING 4 THIRD PARTY TO
DO SO ON YOUR BEHALF), YOU INDICATE:

(1) YOUR ACCEPTANCE OF THIS AGREEMENT;

(2) YOU ACENOWLEDGE THAT YOU HAVE READ ALL OF THE

TERMS AND CONDITIONS OF THIS AGREEMENT. INDERSTAND ¥

(@) I accept the terms in the license agreement

(O I do not accept the terms in the license agreement

InstallShield

jumné am & uipoaimigpsismirnagyn ayid) Nessus

. UUBASHGEMAj Next
& lenable Messus (xb4) - Instalishield Wizard

Destination Folder

Click Mext to install to this folder, or click Change to install to a different folder.

D Install Tenable Nessus (x64) to:
C:\Program Files\Tenable\Nessus), Change...

InstallShield

jumn§ dd ¢ sinAimigpuismienagfa syit] Nessus
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9. UPUHAITNGEMA[H Install

@ Tenable Nessus (x64) - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit

the wizard.
nstallShield
< Back Cancel
ﬂjﬁ‘m? [t s U m ﬁ‘li[JnHISﬁ‘lﬂmﬁﬁJﬁ Nessus

. UIUEAISRGGMA[ Finish

ﬂ Tenable Nessus (x64) - InstallShield Wizard

x

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Tenable Messus
(x@4). Click Finish to exit the wizard.

iUﬁ’IF’IGGB $ Uin & msm&ﬁsm:rmﬁ%ﬁ flﬂﬁj Nessus

-~
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(. U§“|fjﬁ°rm§ij mﬂﬁgﬂh Nessus [S11r5 Web Browser jG GG Connected Via SSL

1install Nessus on window X @ Nessus - Welcome X 4+

essus-Install/welcome

( Ynessus

Connect via SSL

NOTICE: If you get  security alert from your browser, you
can accept the risk and continue or obtain a valid
certificate before proceeding. Please refer to the
documentation for more information.

jﬁﬁm§ Gl & Ui i &y tij Nessus IS‘IQD Web Browser

8. USTUUANDRG G Processed in Localhost

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
passwords, messages, or credit cards). Learn more

NET=ERR_CERT_AUTHORITY_INVALID

system information, and some page content to Google. Privacy_palicy

Hide advanced Back to safety

This server could not prove that it is localhost; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Proceed to localhost (unsafe)

Jjumng g ¢ uin Mg Processed to LocalHost

=]
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90. UUBAIE U MA] Nessus Essentials §GG G Mj Next

ill Nessus on window X Nessus / Initializing X +

Welcome to Nessus

Choose how you want to deploy Nessus. Select a
product to get started.

o Nessus Essentials
@ Nessus Professional
. Nessus Manager

@ Managed Scanner

Continue

Jjumng 68 ¢ uinmANMIEadli e Nessus Essential

99. U@ﬁﬁﬁ[tﬁt’] Register Code JGGGMAjH Next

sus / Setup x Nide

nessus

Essentials

Register Nessus

Jumné 80 ¢ uNMANMIN LS Register Nessus

m -~

Segjn: b inp §h s s am an{anoginnsis uafin Wy rung



annrsignsgBg8aan |y Shignaniaiiugiy vTamuRlugAganmsisn

Slﬂ.jmtﬁhﬁ ti5 Username 811 Password

nessus

Professional

Usermame *

hemant

jumng 89 ¢ uinMmANMINL Username & Password

am. yusanSanaginrsini Nessus

(")nessus & e @

My Basic Network Scan

< Backto My S

@ MysScans
W Al Scans
Hosts 0 Vulnerabilities 0 History 1
B Trash
© rolicies Scan Details
Plugin Rul
@ rlugin Rules Policy: Basic Network Scan
B Customized Reports Status: Running O
€ scanners Scanner. Local Scanner
Start Today at 2:21 AM
Community
7 Research

jumn§ el ¢ vinmaninismitaginin Nessus Scan
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o IUAZINAIMITUES Firewall iGFSAN]Fi 7
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9. https://searchnetworking.techtarget.com/definition/WAN-wide-area-network

M .https://www.cloudflare.com/learning/ddos/glossary/open-systems-interconnection-model-

Si/

k. https://www.guru99.com/tcp-ip-model.html

{s. https://privacy.net/how-to-secure-your-computer/

9. https://whatis.techtarget.com/definition/Confidentiality-integrity-and-availability-CIA

(. https://www.barracuda.com/glossary/network-firewall

(1.https://www.howtogeek.com/157460/hacker-hat-colors-explained-black-hats-white-hats-

and-gray-hats/

& .https://www.itsupportguides.com/knowledge-base/windows-10/windows-defender-

smartscreen-prevented-an-unrecognized-app-error/

9 0.https://techcommunity.microsoft.com/t5/windows-insider-program/windows-defender-

application-guard-standalone-mode/m-p/66903

9 9.https://www.howtogeek.com/howto/windows-vista/disable-user-account-control-uac-the-

easy-way-on-windows-vista/

9 9. https://www.microsoft.com/security/blog/2017/10/23/windows-defender-exploit-guard-

reduce-the-attack-surface-against-next-generation-malware/

9 M.https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-

guard/credential-guard

9 &.https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-

guard/credential-guard-manage

9 & .https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-

guard/credential-guard-manage

9 9. https://support.microsoft.com/en-us/help/4028713/windows-10-turn-on-device-encryption
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